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THE DESIGN OF THE ECCENTRIC GEAR FOR UTILIZATION IN
AIRCRAFT ENGINEERING

Ondrej FLASAR

Consultant: Assoc. Prof. Eng. Juraj HUB, Ph.D.

University of Defence, Czech Republic, 661 10 Brno, Kounicova 65, ondrej.flasar@unob.cz

Abstract: One of the well known group of wave gears is an eccentric gear. The most important parts
of this gear are wave generator, gears and coupling as is usual for this gears.Even if the eccentric gear
provides very good properties to its users it has not been already applied in aircraft engineering for
higher power transmission. However, its utilization is capable to reduce the weight of structures
where the very high reduction ratio is needed. Therefore the eccentric gear has capability to replace
the common gear with several stages or multi-staged planetary gear.

This project endeavours to deal with a new design and difficulties which are inherently
connected to this structure. Accordingly to last progress, the work will focus on design of a shaft
coupling and analysis of a model in this design phase. The shaft coupling represents the most
important and the most complicated part of the whole gear. The coupling has to transmit high power
and torque while it is dealing with eccentric movement of the gear. Next to the construction of the
coupling the project is also focused on the design of apparently common gear parts. The compiled
eccentric gear design is furthermore investigated to confirm the strength requirements. The
calculation of all gear components is based on verified sources of the calculation methodology.

The outcome of the project should be the design of eccentric gear for an aircraft power plant
with a power of 200 kW and with input speed 4500 RPM and output speed 300 RPM. Such eccentric
gearbox could consequently replace ordinary reducer in a small class helicopter and serve as a
pattern for further improving and designing of the gear with even higher speed.

Keywords: eccentric gear, speed reducer, wave gear, gearbox, coupling
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INSENSITIVE MUNITION

Mario HNAT

Consultant: Assoc. Prof. Eng. Peter LISY, Ph.D.

The Armed Forces Academy of General Milan Rastislav Stefdnik, Department of Mechanical Engineering,
Demdnova 393, 031 01 Liptovsky Mikulds, Slovak Republic

Abstract: The aim of this workisto introduce the problem with the technology insensitive munition.
The insensitive munition means the munition with reduced sensitivity on temperature, impact of
bullets and fragments and close blast. Due to wide problem this work will solve only the munition
which will be use in small weapon. The first step at the development of the insensitive ammunition
was the development the caseless ammunition —CL. Therefore cartridge was without the case the
propellant has to fulfil demands which were putted on the case. That means, propellant has to resist
temperature in loading chamber, humidity, mechanical damage and has to keep shape and bullet
together like the cartridge with the case. The most famous producers in development and production
the caseless ammunition and weapon are Heckler&Koch with weapon model G11 and after the
program LSAT (Lightweight Small Arms Technologies) Ardec USA. During development of weapon
model G11 was introduce new high ignition temperature propellant (HITP) by firm Dynamit Nobel
(DNAG). This prototype was not to introduce to German Army due to that this propellant has low
temperature cook-off-effect. Nowadays is the caseless ammunition development under program
LSAT and here was problem with cook-of-effect solved by introduce the plastic case for the machine
gun. The idea of small weight for the cartridge was maintain. The reduction of the cartridge weight is
up to 50 % to compare with the brass case. From obtain knowledge my idea is to improve HITP
ammunition proper modification and thereby achieve bigger resistance against cook-off-effect. This
means, that new HITP will be on the base of HMX and adhesive. The main idea is that only for outer
case will be use more thermostable second explosive, which will fill function as protective layer of
propellant.

Keywords: insensitive ammunition, caseless ammunition, LSAT
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PROPOSALS FOR INCREASE THE TENSILE CHARACTERISTIC OF THE
VEHICLE ALIGATOR 4X4

Stefan KUNAS

Consultant: Prof. Eng. Peter Droppa, Ph.D.

The Armed Forces Academy of General Milan Rastislav Stefdnik, Department of Mechanical Engineering
Demdéinovd 393, 031 01 Liptovsky Mikulds, Slovak Republic

Abstract: The objective of this work is through the various proposals to point to an increase in the
tensile characteristics of the vehicle Aligator 4x4. The work is divided into two parts. The first section
describes the technical data of vehicle Aligator 4x4 and the calculation procedure tensile
characteristics. The second part focuses on the evaluation of the calculation of four proposals to
increase the tensile characteristics of the vehicle Aligator 4x4. The proposals are based on the
exchange of original gear groups such as the engine and transmission for more modern and more
powerful units. One proposal is based on retaining the original motor-gear system, complemented by
a parallel connected electric drive.

Images of mechanisms and graphs of calculations are referred in work. The calculated values
are placed in tables in the Attachment of this work. In conclusion there is a summary of the results,
which were obtained by comparing the tensile characteristics of the original vehicle with each
proposal.

Keywords: aligator 4x4, tensile characteristics, tactical and technical data, gear mechanism,
propulsive system, operational data, electrical branch, hybrid
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POSSIBLE WAYS OF MODERNIZING DRIVE SYSTEM OF IFV-2

Michal MOKRY

Consultant: Prof. Eng. Peter Droppa, Ph.D.

The Armed Forces Academy of General Milan Rastislav Stefdnik, Department of Mechanical Engineering
Demdéinovd 393, 031 01 Liptovsky Mikulds, Slovak Republic

Abstract: In the first part of my work | have stated the basic tactical and technical parameters of
BMP-2 and the method of calculating the tensile characteristics. Thanks the tensile characteristics we
can determinate the maximum speed of the vehicle,, identify running resistance or determine the
ratio of the drive power to the vehicle speed. Then | calculated the tensile characteristics of BMP — 2
with and without involving reduction and Russian BMP - 3 which is ownd by Russina armed forces
which is currently one of modern infantry fighting vehicles. It has good ballistic protection, more
powerful engine, and also modernized weapon system. Its production was based precisely on IFV - 2
and modernized concept Jackal which was presented at the exhibition IDET Brno in 2013. | compared
the tensile characteristics and resulting graphs | mentioned in the Attachments. | prerequisite
increase weight appears from increased ballistic protection, especially against mine. Therefore, the
original engine and transmission space must be replaced with modern more powerful. In the second
part | have used alternative engines how engines from the TATRA company and Cummins company.
Instead | used the clutch torque converter. Manual gearbox | swapped for planetary gear. | made
various combinations of engines and transmissions in the concept of BMP - 2 and the individual
results | stated in graphs that are listed in the Attachments. My work should especially point out the
possibility of upgrading IFV — 2. When upgrading, it has to be considered that with increasing vehicle
weight, the performance of its engine is decreasing. Thanks to powerful new engine and using a
torque converter can reduce the number of gears of maintaining the measuring propulsion power.
Even through the torque converter increases the nominal propulsion power for the first two speed
steps. The vehicle is able to overcome more challenging terrain than with conventional clutch and
allows the full automation. In modern times, requires automatic gear changes.

Keywords: infantry fighting vehicle, tensile characteristics, modernization, tactical and technical data,
propulsive power
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IMPLEMENTATION OF THE STEGANOGRAPHIC ALGORITHM IN
THE SOFTWARE VOIP INTERNET TELEPHONE

Damian BACHMAT

Consultant: Col. Prof. Eng. Zbigniew Piotrowski, DSc., Ph.D.

Military University of Technology, gen. S. Kaliskiego 2 str., 01-476 Warsaw, Poland, babel90@gmail.com

Abstract: The paper describes implementation of the steganographic method based on the least
significant bits (LSB) in a program Internet phone VolP. In the developed program Internet phone
VoIP a library PJSIP has been used. Selected technology — LSB is characterized by easiness of
implementation and high bit rate and perceptional transparency of a signal with embedded
steganographic sequence. In case of the LSB method a change in the least significant bits in a
datagram takes place after quantizer of an analog-digital converter circuit. This solution enabled
simple implementation of the embedding algorithm by modification of a source code of a codec
G.711. One of the advantages of the method is the fact that for determined number of the least
significant bits it does not cause an audible speech degradation and therefore, modified speech
signal is perceptually transparent for a subscriber at the receiver side. The paper includes results of
tests of developed steganographic phone, among others, subjective audible tests based on signal
fidelity estimation standard - ITU-R BS 1116-1, tests of minimal, required time of transmission and
integrity tests of steganographic sequence.

Keywords: VolP, LSB, VolP handset, steganography, data hiding.
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CIRCUITS CHANNEL OF SIGNALS AND BRANDS
OF INDICATORS TYPE A

Tatiana BAJOVA

Consultant: Assoc. Prof. Eng. Bohuslav Lakota, CSc.

The Armed Forces Academy of General Milan Rastislav Stefdnik, Department of Electronical Engineering
Demdéinovd 393, 031 01 Liptovsky Mikulds, Slovak Republic

Abstract: The work presents a proposal of the measuring plate of the time base channel to be useful
for measurements in the laboratory conditions. Content of the work is divided into three main
chapters. The first chapter consists of a general overview of display systems. This chapter specifically
indicating incorporation of the structure of the radar station, along with the schemes of active, semi-
active and passive radiolocation. The second point is the identification and it also contains all kinds of
display systems, where is also their further division. The third point is their exploitation. Fourth point
includes characteristic of indicator and formula for the calculation of the light spots and coefficient of
observability. There is an explanation of the distance indicators and their simplified block diagram at
the end of the introductory chapter.

The second chapter dealing with an issue of electron-optical display elements. At the
beginning of the chapter, imaging element is defined and subsequent division of display elements. In
the second part of the chapter there is a general overview of electron-optical imaging elements, as
well as the principle of their operation. For better understanding the principle of operation it is also
shown in attached figure. Subsequently there is a description of the types of screens with
electrostatic focusing and electrostatic deflection. Motion of charged particles and basic shapes of
the lenses are expressed in the part of electrostatic focusing. In the part dealing with electrostatic
deflection it is briefly mentioned how this could be achieved by the deflection and consequently the
movement of the electrons between the deflection plates is shown.

The third chapter includes the design of the measuring plate, where is at the beginning
illustrated a simplified block diagram of a type indicator A and simple description of it. In the
following part there are listed components that are necessary for constructing of the measuring
plate.

A short characteristics is mentioned by each component, its layout and formulas needed for
calculation. Measuring table suggested this way is designed especially for laboratory use.

Keywords: indicator, measuring plate, display systems
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CIRCUIT OF THE TIME BASE OF INDICATORS ATYPE A

Samuel BUC

Consultant: Assoc. Prof. Eng. Bohuslav Lakota, CSc.

The Armed Forces Academy of General Milan Rastislav Stefdnik, Department of Electronical Engineering
Demdnovdad 393, 031 01 Liptovsky Mikulds, Slovak Republic

Abstract: My work deals with the problems of indicator systems that are used as indicators of radar
information for operators. The work is divided into three chapters, the first two are addressing to
issue at the theoretical level and the last third chapter is a practical part of the work, which confirms
the correctness of our theory and its applicability in practice.

The first chapter is entitled Overview of radar and indicator systems. In this chapter we
incorporate indicator systems into the radar structure as an output device. Indicator systems are
subdivided according their types and destination, and on this distribution are discussed different
types of indicators bases and types of display indication with the relevant graphic examples. The last
part of the first chapter is devoted to the characterization of indicators, especially coefficient of
observability, light spot diameter, distinction ability and precision of indicators are analysed.

The second chapter deals with the principle of type A indicator, so it is the indicator with one
channel screen, which shows us only one coordinate - distance to target. This principle is explained
on a scheme and time courses. Furthermore, the scheme describes the operating principle of the
indicator with dual-channel screen, which gives us a more accurate reading of distances of screen.

The third chapter is devoted to the circuit channel of signals and brands of indicator type A.
This is a proposal of the measuring plate. On the measuring plate we will be able to track activity of
circuit of indicator, where are produced signals and signs of target. The individual outputs are
displayed on an oscilloscope. Plate is constructed from integrated micro components and it is
supplied with 5 V.

Keywords: indicator, measuring plate, signals
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SOFTWARE MODEL OF SOLID STATE RADAR TRANSMITTERS

Martin GEROC

Consultant: Assoc. Prof. Eng. Jan Ochodnicky, Ph.D.

The Armed Forces Academy of General Milan Rastislav Stefdnik, Department of Electronical Engineering
Demdnovdad 393, 031 01 Liptovsky Mikulds, Slovak Republic

Abstract: My work is focused on area of radio engineering, specifically in radar transmitters. In the
past, transmitters were constructed in base of using vacuum tubes but now we are using modern
solid state technology to construct more effective transmitters. Solid state transmitters are based on
using semiconductor tranzistors because of better properties toward vacuum tubes. Solid state
transmitters has longer mean time between failures which can provide longer operation of
transmitters without need to repair.

In this work | would like to present software model of solid-state radar transmitter which
I made. It is a model which can be helpful for construction of real solid-state transmitter. This tool
can simulate influences of same amplitude but different phase on power synthesis or influences of
same phase but different amplitude on power synthesis of transmitter. In this tool, designer can
make his own model with different parameters. Main advantage is that designer does not have to
spend lot of money for different types of construction, but he can try it in simulation area. This
software can save money and provide realistic simulation of designed transmitter with minimal
deviation. | simulated both types of different phase or amplitude. In case with different phase but
same amplitude | simulated phase shift up to ninety-five percent efficiency at output. In case with
different amplitude but same phase | made model when amplitudes are the same, when first
amplitude is equal to zero and the second is higher than zero and at the end | simulated situation
when the difference between first and second amplitude is equal to thirty decibels.

Keywords: solid state, transmitter, simulation, phase shift, different amplitude
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Abstract: In my work | focused on mathematical description of functions and construction of several
different types of modulators and demodulators. According to the mathematical descriptions |
decided to create an application program, which could be used for simulation and analysis of the
chosen modulators and demodulators. The application program was created in Matlab 2013b and in
Matlab’s graphical extension for modeling and simulation of systems named Simulink. The result of
my work is a set of eight different, dynamic systems based on programmed block diagrams.
Individual blocks are made by a tool called Embedded Matlab Function Block, whose characteristics
could be programmed in Matlab language (m-code). The created programmed application consists
of two parts. The first part is created in Matlab-Simulink where | programmed several kinds of
different modulators and demodulators. Due to these mathematical models it is possible to simulate
radio transmission and reception of signals with chosen type of modulation. The second part of the
application program is aimed on analyzing various kinds of signals according to graphical displays of
signal in time, frequency or time-frequency domain. There is also a possibility of testing by
programmed test created mostly by using Matlab objects called uicontrol. During the test the user is
able to look again at the graphical displays of used signal in time, frequency or time — frequency
domain. According to the mentioned graphical displays of signal the user is supposed to answer on
test questions. Whether the user succeeded or not it is automatically evaluated in the end of the test
by giving a percentage score.

The application program could be used like a study tool during studying different modulation
signal types. Furthermore, it could be used by teachers to check up student’s knowledge from the
subject.

Keywords: modulator, demodulator, modulations, simulation and analysis of signal
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Abstract: The paper presents a software tool for simulation of simplex radio communication in LAN
network. The aim of the simulator is to provide tool for training radio communication procedures,
which can be used in the classroom without radiation of electromagnetic power and without using of
radios. Proposed simulator is also suitable for simulation of radio communication in simulation
center for training of command and control procedures, where radios cannot be used.

Simulator consists of two applications, server and client. Server application is used to
configure radio networks parameters. Each radio network is simulated as multicast group, so
multicast address and port have to be defined. For visualization purposes, for each network name
and frequency is defined. Configuration of the clients is done from server automatically over unicast
TCP connection. The protocol for communication between server and client is also presented.
Simulator enables configuration of 9 radio networks with unlimited number of radios inside each
network. Server application allows recording and listening-in.There is a possibility to select recording
for all radio networks. All records are saved in selected destination folder. Name of recorded file is
generated automatically and it consists from network name, date and time. Only one radio network
can be selected for listening-in.

Client application user interface is designed as front panel of radio. Information about
selected radio network, name and frequency are displayed on the display in upper part. One of nine
radio networks can be selected by click on the buttons. Push to talk (PTT) button is used to switch
between the functions, transmitting when pressed, receiving when released.

Keywords: training of radio operators, multicast for voice broadcasting, TCP UDP, IP.
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Abstract: The paper deals with defensive mechanism employed from military aircraft to avoid
detection and/or attack by adversary air defense system, known as “chaff”. This consists of small
fiber that reflect radar signals and when dispensed in large quantities from aircraft, form a cloud
that temporarily hides the aircraft from radar detection. When ejected from an aircraft, chaff
forms the electromagnetic equivalent of a visual smoke screen that temporarily hides the aircraft
from radar.

The principal ingredient of foil type chaff and of the coating on the fiber chaff is aluminum
metal, one of the most abundant metals in the earth’s crust, water, and air. Although unlikely,
humans and animals may be exposed to aluminum from chaff through ingestion or inhalation. In
general, aluminum is regarded as relatively nontoxic. Aluminum compounds are often found as
food additives and used in the treatment of potable water.

Chaff also serves to decoy radar allowing aircraft to maneuver or egress from the area.
Modern armed forces use chaff to distract radar-guided missiles from their targets and most
military aircraft and warships have chaff dispensing systems for self-defence. The materials in chaff
are generally nontoxic except in quantities significantly larger than those any human or animal
could reasonably be exposed to from chaff use.

Keywords: chaff, radar countermeasure, self-protection tactics, radar Cross Section
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Abstract: The use of a modern communications andinformations technologies in military
applications is characterized by using of software defined radios. At this fact is necessary to respond
in sector of the communications intelligence, where the analog scanning receivers are substituted by
the modern software-defined receivers. These receivers are able to not only carry out a
reconnaissance in the bandwidth of several to tens MHz, but also to perform the signal analysis. The
goal of work was to perform an analysis of the issue of software-defined receivers and the
applications of software-defined receivers, which are useful in a military environment. Analysis of the
software-defined receivers producers' products points out that, the certain subgroups of these
devices arise according to the customer requirements, whose parameters are specific from viewpoint
of required applications. Practical outputs of work are functional simulation models of software-
defined receiver, that are usable for the needs of the communications intelligence. Receiver model is
conceptually designed as a software-defined receiver with sampling of the baseband signal. The
model consists of two parts, the hardware and the software parts. The hardware part consists of a
software-defined receiver of Terratecs brand , that contains a tuner E4000 and a demodulator
RTL2832 in its structure. Software-defined receiver is connected to PC via USB. The software part is
executed in Matlab Simulink. The outcome of this work are two models of software-defined receiver.
The first model provides a receiving and monitoring of the communications operations with
frequency modulation. The second model is able to analyze the received communications operations
in the frequency and time-frequency domain using the method of calculation a periodogram and
Welch's algorithm in the whole band of software-defined receiver's retuning .

Keywords: software defined receiver, communications intelligence, posibillities, analysis
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Abstract: The paper is dedicated to presenting some information about infrared energy and
infrared seeker based missiles. More exactly, it contains details about basic infrared theory,
infrared seekers main components and infrared seeker types. The first part contains data about
infrared frequency, infrared energy wavelengths and groups of infrared energy created on different
criteria. This chapter is designed to familiarize the readers with some abbreviations and specific
terms related to infrared energy. There is also information about infrared spectrum and
characteristics of each subgroup, atmospheric infrared transmission in different conditions,
absorption and scattering, along with causes and molecules responsible for each of them. Some
environments are compared based on criteria mentioned before in order to present the best
conditions for using infrared energy. The first part includes important facts about the infrared
signature and intensity of an aircraft, related to its components, viewing angles, environment and
flying conditions. The middle part is dedicated to presenting the main parts and characteristics of
an infrared seeker. It also details each part and establishes its role and special characteristic, but
also describes its functionality, advantages and some disadvantages. There are also presented two
types of infrared missile seekers, each of them having some distinctive components made to
improve their responsiveness and compatible infrared spectrum. All their components are
presented and the second infrared seeker type is compared to the first one regarding its accuracy
and advantages. The conclusion refers to some related topics that must be studied in order to have
a complete image of infrared missiles, but also to topics that are continuously developing.

Keywords: infrared Energy, IR signature, IR Missile, IR seekers;
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Abstract: This paper is devoted to the hardware implementation of a receiver device, working in
accordance with the IEEE 802.11 a/g/p standard with the use of the ETTUS-USRP prototyping
platform and the Matlab/C++ environment. The presented module , working on the basis of the
OFDM technique allows for full interference of the user both in the physical layer (PHY) and the
medium access control layer (MAC) of the OSI [1] model. The document contains a detailed
description of the applied algorithms as well as the test results which are aimed to verify the
hardware demonstrator both in term of its operating parameters and the correctness of detection
procedure.

Keywords: software defined radio, wireless communication, Wi-Fi standard
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Abstract: The paper deals with aerial infrared countermeasures used by airplanes or helicopters to
intercept an infrared homing missile, known as “flares”. They are used to make the guided missile
seek out the heat signature from the flare rather than the airplanes or helicopters engine. There
are various and different kinds of flares, based on the aircraft size or weight and on the type of the
missile lauched toward it. Also, the present paper lay emphasis on the most common and most
advanced infrared countermeasure systems which are used nowadays, not only by the fighting
aircrafts, but by medical, supply and transport aircrafts too. The continuous development of the
infrared countermeasure systems and of the seeking missiles, the importance of the flare
deployment and the reactions of the pilot with the exactly right maneuvers will be counting in
order to save aircrafts from crashing or even the lives of the crew on bord.

Keywords: infrared countermeasures, decoy flare, missile, advanced threat, radar
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Abstract: The work deals with the use of operating systems based on Linux as a fully-fledged
operating system. Linux based operating systems provide free solution for wide variety of users.
Biggest problem is to choose the appropriate distribution. Those are many kinds, with or without
graphical user interface, free or paid, for basic or advanced users.

My goal in this work, was to find the suitable distribution for desktop PC and compose a set
of applications which can run on Linux and meet the requirements of average user on operating
system. The first section is devoted to user needs investigation, research of the way in which they
use their personal computers, of the situation on the OS market and of software requirements on the
desktop system.

The second part is devoted to the selection and characterization of specific applications. |
composed a set of applications with information gained from research. This set covers all work which
typical user do on his computer. All of these applications are free and can be downloaded from
various internet sites

In the third part of the work | focused on the choice of Linux distribution most appropriate to
use for average users. Conditions were: graphical user interface (GUI), free, low hardware
requirements, simple installation, simple to use and compatibility with my set of applications.

My set of applications and choice of Linux distribution is not the only right and same as entire
Linux is highly customable according to a taste of a user.

Keywords: linux, operating system, desktop system, user system, Unix, Ubuntu
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Abstract: In recent years we have been witnessing violation of human rights regarding privacy.
Ordinary people find it really difficult to protect themselves against stalking. These facts force us to
resolve this complicated problem. There are more solutions and applications which focus on helping
us protect our privacy. But we can’t find any complex solution with necessary level of protection. So
this is the reason, why this solution has been created— an application based on .NET platform. .NET
platform is a virtual machine and provides possibility to start applications on different operating
systems where.NET is installed. This platform allows higher level of protection and helps keep
application protected from other processes. It's important because all applications with similar
functionality require Admin rights. This solution built on .NET uses low-level APl to obtain
information about files used by the system. Low-level API provides higher level of safety, because the
application doesn’t access directly into the kernel core. Obtained information is analyzed in a few
steps for detecting potential viruses and dangerous applications. The results of the analysis contain
information about processes, files, access times, and other. This solution isn’t universal and can’t
create ideal defense, because it can’t detect inactive viruses or dangerous pieces of code, but, in
some cases, it can help detect system violations and keep data safe.

Keywords: security, privacy, data protection, basic system analysis
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Abstract: The purpose of this bachelor’s thesis is to highlight the important aspects of anonymity and
privacy of the user in the use of selected Internet services. The aim of the thesis is also to verify the
fact, that the user is the only one who is responsible for anonymity and privacy in the Internet
environment. In this way, it is not possible to rely on service providers or legislation.

In the first part, there is basic terminology such as personal information, data, privacy and
their legislation protection. This part also focuses to show legislative protection in the Internet
environment. It also includes definitions of the set of services that are used by regular users almost
on a daily basis as well as their objective characteristics.

The next part is aimed to analyse the relation between users and the Internet service
provider as far as the invasion of privacy and anonymity is concerned.

In the final chapter, there are outlines of the possible threats arising from the identified facts.
It also shows the possible defence mechanisms to maximize the level of the user’s privacy and
anonymity during utilization of Internet services.

Keywords: anonymity, privacy, Internet services, personal information, threats, defence
mechanisms, user, service provider, relation

BIBLIOGRAPHY

1. BUCKO, J., MIHOK, P. 2008. Elektronické sluzby v bankovnictve. Kosice : Technickad univerzita,
2008. 125 s. ISBN 9788055300528.

2. MAISNER, M. a kol. 2013. Zdklady prdva informacnych technoldgii. 1. vyd. Bratislava : lura
Edition, 2013. 317 s. ISBN 9788080785949.

3. MAKULOVA, S. 1995. Sprievodca po Internete. Bratislava : Easy Learning & Teaching, 1995. 144 s.
ISBN 80-88812-00-3.

4. MUSA, H. a kol. 2011. On-line bankové sluzby a ich vyuZivanie v podmienkach Slovenskej
republiky. In Zbornik recenzovanych prispevkov z Il. medzindrodnej vedeckej konferencie FIN STAR
NET. Bratislava : Ekonomicka univerzita, 2011. ISBN 970-80-970244-4-4.

5. Ustava SR. Bratislava : Remedium, 1992. 139 s. ISBN 8085352060.

27



Students’ Scientific Conference — V4 GROUP, 26" MAY 2015

VULNERABILITY ASSESSMENT AND PENETRATION TESTING OF WEB
SERVERS

Jan KIMAK

Consultant: Eng. Julius Bardth, Ph.D.

The Armed Forces Academy of General Milan Rastislav Stefdnik, Department of Informatics,
Demdéinovd 393, 031 01 Liptovsky Mikulds, Slovak Republic

Abstract: The objective of this research is to process a study about vulnerability assessment and
penetration testing of web servers. Vulnerabilities are holes in a system which allow hackers to
attack and gain access to the system. It describes the difference between a white box test and a black
box test. The paper explains vulnerabilities of web servers, which we can test to find out how
dangerous these vulnerabilities are and how could they impact the service. We practically
demonstrate the most common attacks on a vulnerable server. Based on results, we can deduct
possible measures to minimize the risk of a succesfull attack.
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Abstract: During last few years Android became one of the most used OS in the world. This is the
reasons while mobile device security is becoming increasingly important. All mobile applications can
be hacked. A group of hackers with enough time and dedication can gain access to, and reverse
engineer, even the most secure application environment. Android hacks come in all shapes and sizes,
but the following are most common exploits: Application Piracy, Repackaging, Memory Hacking,
Payments Verification Manipulation, Server Data Interpretation, Attack Application Creation. Known
proverb says that everything comes with a price. Android ecosystem is not different. Generally , it is
possible to divide Android applications into four main categories:

1. Paid applications

2. Applications with adverts
3. Malicious applications

4. FOSS

This paper will be mostly focused on third category, and more specifically on android
applications downloaded from other sources than Google Play, such as unofficial markets, personal
google drives, or sites like uloz.to. Paper will mostly consist of static code analysis of samples. This
mean, to find out if they are malicious or not, usually using reverse engineering.

In the conclusion, paper tried to advice user not to install applications from unofficial markets and
also conclude with, that Windows crack for games or Office are usually also malicious.

Keywords: android, security, reverse engineering
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Abstract: Packet analysis is one of the basic methods of implementing network firewalls and
analyzing network problems. The aim of this thesis is to analyze communication in a packet-switched
computer network using an FPGA board. The theoretical part of the thesis focuses on packet filtering
and field programmable gateway arrays (FPGAs). The practical part describes the research platform
we built and the process we used to analyze network communication. The research platform was
composed of two main parts — Virtex 5 programmable FPGA board and a program running on a
computer. The board was used to sniff packets traveling over the network in order to record various
statistical data. The software was used to communicate with the board and to collect the evaluated
packet data. The data was collected in two sessions. The first session monitored student traffic and
recorded over 1,6 million packets of varying types. The second session monitored controlled traffic
and recorded over 160 thousand packets, mostly of HTTP protocol. The research serves as a starting
platform for future application in hardware packet filter firewalls.

Keywords: packet filtering, FPGA, firewall
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Abstract: Regarding to the rapid development in the information and communication technologies is
ensuring of information security in the organization one of the most difficult task. There were
created standard technical tools with standard procedures which can reduce the impact of risks to
the organization, so organization did not solve their security problems separately. To protect
information security is being used set of standards I1SO/ IEC 27000, which are one of the most
popular tools in the management of information security. In my work ifocus on visualizing risk
analysis according to the standard STN ISO/IEC 27005, which contain recommendations for risk
management within the organization. Visualization of risk analysis should serve as a basis for
decision-making processes in companies or the implementation of standard STN 27001, which
provides support for monitoring, improving of ISMS (Information Security Management Systems). In
the first chapter, i have described the basic terms of my work for example: assets, threats,
vulnerabilities, information security and so on, because of understanding the overall work. In the
second chapter i have mentioned basic methods of creating risk analysis according to standard STN
ISO/IEC 27005 and also i have shown some examples of calculating the level of risk if we know basic
value of assets, threats which act on assets or the likelihood of incidents and so on. In the last
chapter i have created own organisation, in which i showed the use of standard ISO/IEC 27005. To
prove the usage of standard i have created own application which automatically visualizes results of
risk analysis.

Keywords: ISMS, risk, risk Analysis, threat, asset, information security STN ISOC/IEC 27005
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USING ARTIFICIAL INTELLIGENCE IN CRYPTOGRAPHY
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Abstract: The main aim of this bachelor thesis is to provide brief introduction into methods of
artificial intelligence and cryptography algorithms. Moreover, this thesis provides possible view of
using methods of artificial intelligence in the area of cryptography, more specific in the area of elliptic
curves. The thesis is divided into two main parts. In the first part are stated following chapters:
Artificial intelligence, Cryptography and The basics of theory of elliptic curves. Each chapter contains
its subchapters. The first chapter Artificial intelligence is divided into four main parts. Each part
briefly describes one of the methods which are being used in the area of artificial intelligence. Names
of those methods are: The expert systems, Fuzzy logic, Genetics algorithms and the last method
stated in this thesis, Neural networks. The second chapter of this thesis is devoted to cryptography.
This chapter contains basic information about basic communication model and its brief description,
division of cryptographic systems from several points of view and few samples of symmetrical and
asymmetrical ciphering such as DES and AES algorithms or RSA and DL ciphering systems. The last
chapter of the first part of this thesis contain the basic knowledge about elliptic curves arithmetic
and description of several algorithms based on elliptic curves, such as ECDH for key exchange and
ECDSA for electronic signatures. Also it includes part about algorithm ECIES, which is meant to be a
ciphering algorithm, but this thesis reveals, that it is not. The second part of this thesis provides
possible view of using methods of artificial intelligence in the area of cryptography, more specific in
the area of elliptic curves. This view serves as one of many possible techniques that can be used in
area of implementation of methods of artificial intelligence in elliptic curves based cryptography.
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INCREASE SECURITY OF VOIP SYSTEM BASED ON CISCO UNIFIED
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Abstract: In my student’s scientific thesis, | will try to introduces VOIP (Voice over Internet Protocol)
system, its security challenges, and potential countermeasures for VOIP vulnerabilities. At the
beginning of the work there are described the basic features and principles, which are implemented
in the transmission of data communications technology. It also offers an overview of hardware
components used to implement VolP within IP networks. Then followed by a section describing
protocols that are used in VolP environments. Specifically, the standards of H.323, SIP, MGCP and
SCCP used for signaling, managing and terminating connections, plus introduction to RTP protocol
which provide end-to-end network transport function intended for applications with real-time
requirements. In the next part of my thesis there is basic description of Cisco Unified
Communications Manager technology. Another part of my thesis speaks about security threats which
can attack on VolP network, specifically DoS attacks, evansdroping, Man-in-the-Middle attack, voice
SPAM and others and some recommendations how to mitigate vulnerabilities of VolP networks. In
the last part are used findings from the study of previous sections and offers propostal of solution to
corporate VolP phone structure.
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Abstract: My thesis focuses on the field of cryptography, both in theory and in practice. Firstly |
explain the relevance of information security nowadays, and the necessity of it. | proceed by
explaining the cryptography’s part in the information security field. | specially explain RSA, a
cryptographic algorithm, which will be implemented later on. On the second part of my thesis, | focus
on a practical way to create a cryptographic system. | explain the device | chose to implement on, the
Raspberry Pi, its operating system the Raspbian. | proceed with networking and a socket
communication knowledge, required for the system build up. | focus on the programming language
used as well, the Python, and the way it implements crypto. Finally | point out the major point in my
script required for the secure communication. | end the thesis with a conclusion, including my
results, possible uses, and future research plans.
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Abstract: This paper characterizes methods used in systems to detect and analyze malicious code
and it describes the current security status of Defense Department’s data network. The thesis is
systematically divided into five chapters. The first chapter discusses the options in malicious code
detection, including detection, prevention and protection systems. It describes the phases of forensic
analysis and methods of static and dynamic analysis. The second chapter characterizes obfuscation.
The third chapter describes encryption of Java code. The fourth chapter shows practical difficulties
when analyzing Java code. The fifth chapter describes the current security status of Defense
Department’s data network and it presents aset of actions to increase the security of endpoint
devices.

The main aim of the research is to describe the importance of each system and method used
in malicious code detection and to show the necessity of securing each system against potential
dangers.
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Abstract: In our paper we were focused on fastly growing section of informational security and its
importance in Armed forces. We started with theoretical definition of terms commonly used in our
paper as big data and log management and we tried to show the growing importance of this section
in environment of the Armed forces. Then we described introducing into Splunk, which is software
we used, and its interface and explained principle of its work. In the end we tried to find the way in
which we could use this software in Armed forces and we tried to suggest possible implementation in
order to improve relations between armed forces and informational security.
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THE ANALYSIS OF LEVEL OF FINANCIAL LITERACY OF PROFESSIONAL
SOLDIERS OF THE ARMED FORCES OF THE SLOVAK REPUBLIC AND
THE OPTION OF POSSIBLE OF INCREASING THE FINANCIAL LITERACY
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Abstract: Nowadays, the society requires from people much more than just the general literacy, such
as reading, counting and writing. Unfortunately, money plays a central role in the world today. If
people do not want to be the slaves to money, it is necessary for them to understand and know how
to handle money and not to let money to control people. There is the place for financial literacy.
(And that is the reason why financial literacy should be taken into consideration in these days.)

The aim of the financial literacy is the ability to take care of the finances in order to be able
to provide good conditions for themselves and relatives. The financial literacy mainly focuses on
people and their ability to orientate in the sphere of money, to differ between the financial products,
to provide enough money for themselves in the retirement age, to know how to make right financial
decisions, to choose the most advantageous offer, to avoid the problems in the financial sector and
to be prepared for unexpected situations which could cause their own bankruptcy.

Researches of financial literacy of the population of the Slovak Republic (from the years
2007, 2011 and 2012) show that the level as well as the index of financial literacy of the Slovaks have
very low rates. We analysed the current level of financial literacy of professional soldiers of The
Armed Forces of the Slovak Republic and compared it with the level of financial literacy of population
of the Slovak Republic which was measured by Slovak Banking Association. The work points out to
professional soldiers” weaknesses in the field of finance and shows their consumption patterns and
financial behaviour that are compared to the results obtained from the surveys of the Foundation
Partners and of the financial institution ING.

At the end of the survey we tried to ascertain the interest of professional soldiers in financial
education and the ways they would like to learn. From the analysis of the results obtained
from the survey, we suggested possible solutions to improve the financial literacy of professional
soldiers in the Armed Forces.

Keywords: literacy, financial literacy, professional soldiers, level of financial literacy, increasing the
financial literacy, The Armed Forces of the Slovak Republic
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Abstract: The present paper deals with the issue of funding of defence. It discusses defence, state
security and armed forces, which are generated in order to perform tasks of defence. The first part is
focused on the economy of defence, defence spending, their classification and analysis in the period
from the year 2002 before Slovak republic became the member of the North Atlantic Treaty
Organization, to the present. The second part includes information about funding of defence in
accordance with the state budget and the budget of the Ministry of Defence of the Slovak Republic.
This part also consists of allocate efficiency defence funding in terms of the Model 2010 of Armed
forces of Slovakia and Long-Term Development Plan - Model 2015 and also indicators of technical
efficiency. The final part deals with new ideas of funding defence and with comparing funding of
defence of the world leading countries.

Keywords: defence, security, military, defence economics, defence spending, defence funding, the
state budget, the budget of the Ministry of Defence, the allocate efficiency of defence funding,
technical efficiency defence funding, new ideas of funding defence.
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Abstract: The work deals with the task of logistics services in the context of the reorganization and
transformation of Logistics of the Armed Forces. The initial analysis of the place, role and importance
of logistics maintenance services in the Armed Forces. Further addressed the status of logistics
services in AF SR is currently focusing on service provisioning. Based on the analysis, and past
experience suggests solutions and take concrete actions for the future. The aim of this work is to
propose a solution to the problems of logistics services in AF SR with emphasis on provisioning
service in the context of their transformation and adaptation to the current situation at the moment.

Keywords: logistics OS SR, logistics services, food services, optimization of logistic services in the
Armed Forces
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Abstract: Comprehensive social security, family and lifestyle of professional soldiers of the Armed
Forces of the Slovak Republic are factors that significantly determine his quality of life. The starting
points for the issue of social security are the rules that govern the civil service and directly affect the
quality of life of professional soldiers. Existing research on issues of quality of life indicate that the
quality of life of professional soldiers is tracking and monitoring mainly focused on the sociological
area. But just social security is still a major attraction for entry into the armed forces. Many times
these expectations are met, but in practice we witness the opposite outcome. That is why the aim of
this paper to analyse the area of quality of life in economic terms on the basis of the survey and look
at the field of social security through the eyes of professional soldiers.

Keywords: the quality of life of professional soldiers, social security, survey
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POLISH SEA PORTS AND MACROECONOMIC INTERDEPENDENCE
AND COOPERATION THE ECONOMIES OF V4 GROUP

Lucyna SZACIttO

Consultant: Jacek Kurowski, Ph.D., MA Pawet Krekora

The National Defence University, Warsaw, Poland

Abstract: The paper will present the current situation of Visegrad Group's energetic systems. It will
also present the economic priorities of the current Slovakian presidency in 2014-2015 and its
connections with the development opportunities of the use of Polish sea ports in Poland. In
particular, the role of the ports of Gdansk, Gdynia and Szczecin-Swinoujscie will be stressed. The
paper will discuss the strategic location of Poland, which is a great advantage thanks to which sea
ports can become the base for goods transported inside the Visegrad Group. The changes observed
in sea ports will be shown: the investments connected with new road and railway connections, the
modernisation and the simplification of customs procedures. The paper will also outline the
perspective of the development of the river Oder as the waterway connecting the south with the
ports of Szczecin and Swinoujscie.

Keywords: energetic system, economic priorities of the Slovakian presidency, Polish sea ports
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ROLES OF RECONNAISSANCE UNITS (SQUAD, PLATOON) IN
PROVISION OF FIRE SUPPORT

Alexander BOTOS

Consultant: Eng. Lubomir Belan, Ph.D.

The Armed Forces Academy of General Milan Rastislav Stefdnik, Deménovd 393, 031 01 Liptovsky Mikulds,
Slovak Republic

Abstract: This work is aimed to activities of reconnaissance squads and platoons of mechnaized and
artillery forces during provision of fire support. In the first chapter | characterize these units, their
goals, assignment, | describe the selected spectre of tasks they fill in said roles. In the second chapter
| define thier organization structure of recon units in a mechanized infantry battalion as well as in an
artillery battalion of The Armed forces of the Slovak Republic. In chapter three | deal with thier
equipment for these tasks — vehicles and also optical and optoelectronical devices etc., and thier
capabilities. In the final part, chapter four, | describe the activities of recon units in individual kinds
of operations, such as offensive, defensive, stabilizing and enabling activities.

Keywords: reconnaissance, fire support, mechanized infantry, artillery, technologies and equipment
of recon units
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TACTICAL DEMOLITION TARGED AS PART OF BARRIER

Simon BRIGANT

Consultant: Assoc. Prof. Eng. Peter Spily, Ph.D.

The Armed Forces Academy of General Milan Rastislav Stefdnik, Deménovd 393, 031 01 Liptovsky Mikulds,
Slovak Republic

Abstract: The work contain short introduction to issue of obstacles construction as one of the tasks
of engineer support in the area of operations. The main part is devoted to design a method for
demolition of a real bridge as a tactical obstacle. The process of creating demolition plan is based on
military standard Zen-2-6/s. It's dedicated to recon and creating demolition plan. When creating
demolition plan, it must be considered type of object, placing charges, creating firing circuit and
position of the demolition guard. The work describes composition of demolition guard. It describes
different techniques when we have a lot of time and in lack of time. For demolition of different parts
of construction, different variants were made based on used explosives.

Keywords: tactical demolition target, barrier, charge, demolition plan, demolition guard, firing circuit
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ANALYSIS AND EVALUATION OF TRAINING RISKS

Tatiana FALISOVA

Consultant: Eng. Ondrej Kredatus, Ph.D.

The Armed Forces Academy of General Milan Rastislav Stefdnik, Deménovd 393, 031 01 Liptovsky Mikulds,
Slovak Republic

Abstract: The aim of the present paper is to describe the development and definition of risk and also
of the risk management. Nevertheless, the main part of this paper is about application of risk
management into armed forces, which consist of identifying potential training risks, analysis and
evaluation of them and also make recommendations to reduce their occurrence.

The present paper is divided into four chapters. The first part deals with the historical
development of risk and risk management, the second is about the definition of risk and process of
risk management, the third is focused on identifying potential training risks and also includes their
risk management process. The final chapter comprises recommendations for risk reduction in
training.

Keywords: risk, risk management, training risk, analysis of training risk, evaluation of training risk.
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ACTIVITY ANALYSIS OF CROWD IN CIVIL RIOTS

Jakub MURCEK

Consultant: Npor. Eng. Michal Hrnciar

The Armed Forces Academy of General Milan Rastislav Stefdnik, Deménovd 393, 031 01 Liptovsky Mikulds,
Slovak Republic

Abstract: Life today is far from simple. Every day we hear of natural disasters, technically unstable
conveniences of today, the economic problemes, life-threatening terrorist attacks, riots that shook the
world.

The discontent of the population on Earth is getting greater and greater. People complain
about the wrong decisions of the governing bodies, the financial problems with which no one helps
them, the social inequality between equals and the many other problems which are creating every
day. Dissatisfaction is often so great that it degenerate into civil riots.

Civil riots are activities of dissatisfied groupings of the population which wants some changes. Civil
rights allow residents to congregate, that mean to create civil groups- crowds.

Crowds can be a tremendous force which depends on the size and the will of the people by
attempting to change. In military operations groupings of the population which are unheard and
ineffective from the beginning often grows into civil riots where can go even for a life.

Where incites violence, destroying property, where is bloodshed ther is need of the intervention of
forces. Police forces are in most cases insufficient to repel riot, so to stabilize them there is need to
add protection of military forces.

Military forces have a protective role in the stabilization activities like crowd control, thus
controlling and eliminating residents who are involved in civil riots. Activities of crowd in civil riots
has long query and quite problematic issue in solution of stabilization activities. Military protection
forces must be prepared to face the armed crowd and therefore it tactically trained. Psychological
aspects are also key point to understand the crowd, searching for crowd leaders and their
elimination. The crowd is often uncontrolled and it is difficult for military protection force to stop
civil riots which are accompanied by violence on innocent bystanders, property and also on military
and police forces. Crowd on violence used many resources to intensify the damage.

Failure in analyzing the activity of the crowd when civil riot may lead to a disaster of
unprecedented proportions. Stabilizing activities in which military forces are involved, must therefore
be properly oriented in this issue, and must be able to act effectively against it because it appears at
the world more and more.

Keywords: operations, riots, crowd, residents, military forces, protection, violence
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THE ANALYSIS OF THE ROLES OF THE SLOVAK REPUBLIC ARMED
FORCES IN THE SOLUTION OF CRISIS SITUATIONS
IN THE SLOVAK REPUBLIC

Jakub SASARAK

Consultant: Prof. Eng. Vojtech Jurcdk, CSc.

The Armed Forces Academy of General Milan Rastislav Stefdnik, Deménovd 393, 031 01 Liptovsky Mikulds,
Slovak Republic

Abstract: A paper deals with role of the Slovak republic armed forces in domestic crisis management.
Aim of a paper is to conduct an analysis of the roles of the Slovak republic armed forces in the
solution of crisis situations in Slovak republic. The study is divided into three main parts. In first part a
paper outlines roles of the Slovak armed forces according to law 319/2002 about the Slovak republic
defence. In this part of a paper every single task of the Slovak republic armed forces is briefly
analyzed. In the second part, paper deals with analysis of the deployment of the Slovak republic
armed forces in assistance operations to domestic crisis management. Analysis is conducted in
timeframe of last three years, from 2012 to 2014. Slovak republic armed forces deploy troops to
domestic crisis management operations independently or with cooperation with Slovak police force
or Fire and rescue brigade. Analysis is conducted from three points of view. Firstly it analyzes types of
tasks conducted by Slovak republic armed forces. Secondly it analyzes types of operations to which
Slovak republic armed forces were deployed. Thirdly it analyzes types and frequency of use of
military vehicles. The third part of the paper deals with military training. There is conducted analysis
of the military training of Slovak armed forces for tasks following from domestic crisis management.
A military training is performed in two ways. As cooperative training with the Slovak police force, the
Fire and rescue brigade or other organizations. Second way the military training is performed is
independently as military training of soldiers. In the conclusion a paper compares training with a
deployment in recent three years and proves if the military personnel were trained for crisis
situations in which they were deployed.

Keywords: Slovak armed forces, crisis situations, domestic crisis management, military training
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NON-LINEAR WARFARE

Gergd SZABO

National University of Public Service, Faculty of Military Sciences and Officer Training
Hungary, 1083, Budapest Ludovika tér 2.

Abstract: This paper deals with the Crimean crisis, especially focusing on the new type of warfare,
which the Russian soldiers executed during their operations. This type of warfare, some call it non-
linear, hybrid or asymmetric, has to be examined properly, since it emerged as a new threat, besides
the failed states and terrorism, on which we have been focusing in the last decade.

The non-linear war and its usage during the crisis in Ukraine has to be considered as a sinister
sign to all Middle-European and Baltic countries, in short, the post-soviet region of Europe. The
Russian government’s and Putin’s communication usually deals with the resurrection of the glorious
pan Slavic empire, or the creation of the Eurasian Union, with Russian leadership of course. This has
to implicate the reviews of the individual countries national security policies and The Washington
Treaty.

However there is another side of the coin. We have to consider how, when and where the
NATO can use these procedures during our peacekeeping missions, or during an offensive campaign.
Although this topic is huge, during this paper | will show the characteristics of this new type of
warfare, which may give food for thought for future evaluations.

Keywords: asymmetric warfare, non-linear war, hybrid war, Crimea, Ukraine, Russia
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IRAN AND ITS INFLUENCE ON SECURITY ENVIROMENT IN THE
MIDDLE EAST

Alena SVORCIKOVA
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Abstract: This thesis carries out an analysis of Iranian role as regional player in the Middle East and
its relationships with selected states in the region of the Middle East.

This thesis is divided into 8 chapters. The first chapter is focused on Iranian relations with
Iraq. The second chapter is concentrating on analyze of Iranian relations and interests in Saudi
Arabic, the third one describes relations between Iran and Lebanon.

The fourth chapter analyzes Iranian relations in Gulf monarchies. The fifth one carries out
and analysis of Iranian relations and interests in Syria, the sixth chapter considers on relations
between Iran Turkey and the seventh on analyze of complicated relations between Iran and Israel.
The last one analyse an impact of nuclear programme on Iranian relations with the countries of the
Middle East region.

Keywords: Iran, Israel, Middle East, Iranian nuclear program, Saudi Arabic, Gulf monarchies, Syria,
Lebanon, Turkey, Iraq
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REBEL WAR - A NEW GOD OF THE 21ST CENTURY

Przemystaw ZERA
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Abstract: The pace of technological progress and changes in the international environment after the

2nd World War caused the necessity of developing new methods of warfare and strategic actions.

Apart from Liddell Hart's theory of the indirect approach, Beaufre's theory of deterrence and Brodie's

nuclear strategy, there is also a rebel war concept elaborated by Evgeny Messner. This concept

hasn't been widely known until now, but it's constantly gaining importance. The aim of this article is

to present the main assumptions of rebel wars and to identify their basic means of combat and

defense. Moreover, the author attempts to create a model of a new commanding-headquarters

institution in the state structures that would meet the requirements of speed and elasticity of actions

in the rebel wars.

In view of the above, the author tries to find an answer to the following questions:

1. What are the main assumptions of the rebel war theory?

2. What means of attack and defense can be identified on the basis of the conflict in Eastern
Ukraine?

Furthermore, the article shows the likely evolution of rebel wars in the 21st century.

Keywords: security, war, Messner, Ukraine, Russia, separatism
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